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Backup with EventSentry and NTBackup

Document Overview

Author: NETIKUS.NET Itd

{2 N e‘t i kU S N e‘t i Date: 29th Sep 2006

” Revision: 1.10

Automated Reliable Windows Backup using
EventSentry and NTBackup

Title Reliable Backup using EventSentry and NTBackup

Summary How to configure NTBackup to perform a backup and receive an email when
the backup was not run successfully. Optionally log backup activity to a
database.

Benefits Using EventSentry (pricing starts at USD 69.00) to monitor NTBackup is more

cost effective than purchasing 3rd party backup software which usually costs
several hundred dollars (provided that NTBackup does provide all the features

you need).

Software MS Windows 2000, MS Windows Server 2003, Windows XP
EventSentry v2.72 or later

Hardware Not applicable

Skill Level Beginner - Intermediate

Skills Required - Basic understanding of Windows NT, 2000, 2003 or XP
- Basic understanding of batch files

Download http://www.netikus.net/ (guides section)

Document Details

Overview This document describes how to setup an automatic backup using
NTBackup that will automatically email you when the backup did not
complete successfully. You can optionally also log all backup activity to a
database and query the database through the EventSentry web reports.

Additional Benefits You can also configure EventSentry to notify you when similar recurring
update tasks (e.g. virus definition updates) did not occur during specified
time intervals, plus monitor the event logs and system health of the server.

This guide will also give you a good insight into how EventSentry works
and the many different scenarios its flexible filter system can be applied
towards.
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Document Details 3

EventSentry

Why?

EventSentry is an event log, system and network monitoring suite that is
available both as a commercial edition ("EventSentry") and a freeware
edition ("EventSentry Light").

You will need either the full or trial edition of EventSentry for this guide, the
light edition is not sufficient as it does not support recurring events.

This guide was written to help current and future EventSentry customers
setup a reliable yet affordable backup system.
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3.1

4.1

EventSentry Setup

Download & Installation

Downloading EventSentry

You can skip this chapter if you have already downloaded EventSentry. If you have already purchased
EventSentry then you can download the latest version from

http://www.eventsentry.com/downloads _downloadnow.php.

You can download a full evaluation copy of EventSentry (will run for 45 days, extensions available)
from http://www.eventsentry.com/downloads_downloadtrial.php.

|~ You will not be able to use EventSentry Light for the functionality described in this guide, as
- EventSentry Light does not support any database-related features.

Installing EventSentry

After downloading the latest version, simply run the setup (eventsentry_setup.exe). During setup
make sure that you enter the correct email (SMTP) information and select at least the "Event Log
Agent" and the "Management Application". All other features are optional and can be added at a later
time by running the setup again.

If you would like to record backup activity to a database then you need to make sure that you select
"Database Features" and the appropriate sub feature (when using MS Access or MS SQL Server).

Testing EventSentry

After setup has completed EventSentry should automatically be configured to email you all errors,
warnings and audit failures via email. To make sure that EventSentry and the email naotification (aka as
"target") are setup correctly, open the EventSentry management application and click on "Test Agent"
in the "Service Control" container. You should receive an email with two test entries within the next
minute.

Please refer to the EventSentry manual or the EventSentry knowledge base if you are experiencing
difficulties setting up EventSentry.

Configuring NTBackup

After downloading and installing EventSentry we need to configure NTBackup to perform an
automated (e.g. daily) backup. Once the backup is configured and working properly we can configure
EventSentry.

Setting up an automated backup involves the following steps:

Determining the backup device and backup destination

Creating a backup selection file (.bks) using the NTBackup application
Creating a batch script

Scheduling the backup

PonNE

Determine Backup Device & Destination

Determining the name of your backup device

Open up the device manager (right-click "My Computer" -> Properties -> Hardware Tab -> "Device
Manager") and expand the "Tape Drives" node. Write down (copy & paste) the names of all backup
devices under the "Tape Drives" node (e.g. "Compaq DDS3 12/24 GB DAT Drive"). The name(s) will

© <2005> ... NETIKUS.NET Itd


http://www.eventsentry.com/downloads_downloadnow.php
http://www.eventsentry.com/downloads_downloadtrial.php
http://www.eventsentry.com/downloads_downloadtrial.php
http://www.eventsentry.com/support_kb_search.php

Configuring NTBackup 5

later be needed for rsm.exe.

El@ Tape drives

----- =3 Compag D053 12)24 GB DAT Drive

----- =3 Quantum DLT4000 5C51 Sequential Device

Figure 1
Determining the backup destination
Open the backup application (Start -> Programs -> Accessories -> System Tools -> Backup) and click
on the backup tab. Optionally dismiss the wizard as we will not be using the wizard in our example.

Click on the Backup tab and review the available backup destinations on the bottom left of the dialog.

You will need to specify the appropriate backup destination in the next chapter when creating the batch
file.

| B ackup destination:
rJ

Figure 2

4.2  Creating a NTBackup .bks file

Creating a backup selection
Open the backup application (Start -> Programs -> Accessories -> System Tools -> Backup) and click
on the backup tab. Dismiss the wizard as we will not be using the wizard in our example.

Then select all the drives and/or folders that you would like to backup, possibly including System State
and/or Exchange Server. When you are done, save your selection by selecting "Save Selections As ..."
from the "Job" menu. | recommend that you give your selection a descriptive name such as
"FullBackup" or similar.

4.3 Creating a batch script

The next step is to create the batch file that we will later schedule to run the attended backup. You can
basically take the template listed in the next chapters and make minor modifications to make it work on
your server. Please note that we have two templates, one for a regular tape backup and one for a file
backup (when backing up to a file).

Before you create the batch file you will need to determine the following variables. You can click on the
underlined names below for more information on how to determine the name.

Type Variable Name in script Example
file
Backup Device Name (tape [BACKUP_DEVICE] Compag DDS3 12/24 GB DAT Drive
backup only)
Backup Selection (bks) File [BACKUP_FILE] C:\NTBackup\DailyBackup.bks

Backup Destination (tape backup) [BACKUP_DESTINATION] 4mm DDS
Backup Destination (file backup) [BACKUP_DESTINATION] D:\Windows Backup\

Once you have determined all the required names, replace the strings (e.g.
[BACKUP_DESTINATION]) in the templates with the actual value (e.g. 4mm DDS) and save the file in
a .cmd file.

Example
For example, let's say you want to backup the selection you saved in C:\Batch\NTBackup_Daily.bks
file to the Quantum DLT4000 SCSI Sequential Device, which is a DLT drive. The resulting script
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6 Backup with EventSentry and NTBackup

would look like this:

REM DCS script to automate backup using ntbackup.exe to a tape device
rsmexe refresh /LF'Quantum DLT4000 SCSI Sequential Device"

sl eep 30

REM Cr eate Backup Nanme based on date and tine

for /f "Tokens=1-4 Delinms=/ " %% in ('date /t') do set DT=%% - %4 - 99K- %04
for /f "Tokens=1" %% in ('time /t') do set TM=- %%

set TMF%UIM : =-%
set DTT=%DT%d Mo

REM Execut e Backup
YBSYSTEMROOT% syst enB2\ NTBACKUP. EXE backup " @C: \ Bat ch\ NTBackup_Dai |l y. bks" /n "%OTT%
/d "%OTT% /v:no /r:no /rs:no /hc:on /mnormal /j "%OTT% /I:f /p "DLT" /um

REM Ej ect Tape
rsmexe eject /PF'%TT% - 1" /astart

exit

Save the contents of the file in a directory of your choice, for example
C:\Batch\NTBackup_Daily.cmd. We schedule this backup to run daily on weekdays in the next
chapter.

4.3.1 Template for Tape Backups
REM DCS script to automate backup using ntbackup.exe to a tape device
rsmexe refresh /LF'[ BACKUP_DEVI CE] "
sl eep 30
REM Create Backup Name based on date and tine
for /f "Tokens=1-4 Delins=/ " %6 in ('date /t') do set DT=%% - %84 - %9Kk- %84
for /f "Tokens=1" %% in ('tine /t') do set TM=- %A%

set TMFYIM : =-%
set DTT=%DT%d Mo

REM Execut e Backup
YSYSTEMROOT% syst enB2\ NTBACKUP. EXE backup " @ BACKUP_FILE]" /n "9%OTT% /d "%TT%
/vino /r:no /rs:no /hc:on /mnormal /j "9®OTT% /1:f /p "[ BACKUP_DESTI NATION] " /um

REM Ej ect Tape
rsmexe eject /PF'U%TT%- 1" /astart

exit

4.3.2 Template for File Backups
REM DCS script to automate backup using ntbackup.exe to a file

REM Create fil ename based on date
for /f "Tokens=1-4 Delims=/ " % in ('date /t') do set DIT=%% - %84 - %9k- %84
for /f "Tokens=1" %4 in ('tine /t') do set TM=-%b

set TME%M : =-%
set DTT=%DT%d Mo
set FI LENAVE=[ BACKUP_DESTI NATI ON] 9DTT% bkf
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Configuring NTBackup 7

REM Execut e Backup
YSYSTEMROOT% syst enB2\ NTBACKUP. EXE backup " @ BACKUP_FILE]" /n "9OTT% /d "%TT®
/vino /r:no /rs:no /hc:on /mnormal /) "9OTTY% /I1:f /f "% LENAMEY% /um

4.4  Scheduling the backup

We will use Scheduled Tasks (introduced with Windows 2000) to schedule the backup to run daily on
weekdays. It is not recommend to use the "at" command to schedule backups since you cannot run
the backup under a different user account.

Open the scheduled tasks by navigating to Start -> Settings -> Control Panel -> Scheduled Tasks.
Double-click "Add Scheduled Task" and click on the Next button which will show the screen below:

Scheduled Task Wizard &)

Click the program pou want Windaws b,
To zee mare programs, click Browse,

Application Werzion £
:_‘—“-' EwventSentry b anagement 2.60.0.100
E‘i EwventSentry Tray lcon 2,600,100
kﬁ] Executive Software Diskeeper  5.1.2600.218..
™ Files and Settings Transfer...  5.1.2600.218...
= Freecel 5.1.2600.0 x...
\* Gatessay IP Maonitor 1.2.1.0 B
L A —— e —

Browse...

Figure 3

Then, click the Browse button and browse to the .cmd file created in the previous chapter. On the next
dialog
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Scheduled Task Wizard (%]

Type a name for thiz tazk. The tazk name can be
the zame name az the program name.

| Daily Backup |

Perfarm this task:

) Daily

1 eekly

) Manthly

) One time anly

1 wihen my computer starts
1 when | log on

[ < Back ]L I J[ Cancel ]

Figure 4

specify a name for the scheduled task (e.g. Daily Backup) and set a basic schedule (we will modify
this later). Click the Next button and set the time when the backup should be started every day:

Scheduled Task Wizard
Select the time and day pau want this task ta gtart.
Start time:
fooaM 4

Perfarm this tagk:

) Every Day

) Weekdays
Ot [ 7]
Start date:

| 742005 v

[ < Back ]L_ﬂe:-:w J [ Cancel

Figure 5

Then hit the Next button and specify the user account the scheduled task should run under. It is not
recommended that you use your login here, instead create a user account that is just to be used for
backups. This account should have adequate permissions to both access the files that are to be
backed up and to access the tape/file device.
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Scheduled Task Wizard

Enter the name and pazsword of a uzer. The task will
run az if it were started by that user,

Enter the uzer name: [ZI OLPHIMNYE ackupll zer |
Enter the paszword: | TIITTITIT |
LConfirm password: | [TIIITITIT] |

If a pazgzword iz not entered, scheduled tasks might
nok run.

< Back ]L_ﬂe:-:w J[ Cancel

Figure 6

On the last dialog click the Open advanced properties ... checkbox and click Finish. When you are
presented with a new dialog click the Schedule tab to correct or adjust the schedule.
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Daily Backup ZlE

Task | Schedule | Settings | Security

A 700 AM every Tue, Wed, Thu, Fri, 5at of everny week, starting
[+] 742005

Schedule Task: Start time:
Weekly v || 1:008M 3
Schedule Tazk Weekly
Ewvery |1 = weekfs)on: []Mon V]S4t
Tue D Sun
Wied
Thu
Fri
[] Show multiple schedules,
] 4 l [ Cancel ] [ Apply
Figure 7

The scheduled task wizard will automatically configure the scheduled task to run from Monday through
Friday, however since our scheduled task starts to run after midnight we need to reconfigure the
schedule to start on Tuesday and run until Saturday.

If you need to change the permissions of this scheduled task object then you can adjust those by
clicking the Security tab.

And that's it, at this point you should have a scheduled task that runs your backup according to your
schedule. If you are backing up to a tape device then the only thing you should need to do now is
change the backup tape on a daily basis.

The next chapters will show you how to configure EventSentry so that you will get an email (or a

different supported notification such as SNMP) when the backup does not complete successfully in a
specified time interval.

Configuring EventSentry

You can configure EventSentry to perform two useful things in regards to a system backup:

1. Notify you when the backup does not complete in the specified time interval
2. Log backup activity to a database or text file
3. Receive a weekly summary on Monday morning confirming that the backup ran succesfully
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Configuring EventSentry 11

You could configure EventSentry to email you when the backup did complete, but this would mean that
you would get another email every day. The first option is more elegant and will notify you immediately
when there was a backup problem.

All following instructions will apply to a fresh install of EventSentry 2.60 (or later), but will also work for
already customized installations.

5.1 Failed Backup Notification
In our example we will backup the following:

1. The local C drive
2.  The network share \FILESERVER\DOCUMENTS
3. The information store on server EXCH-SRV1

To accomplish our goal we will need to setup the following in EventSentry:

1. Notification Target (e.g. Email): You will be notified through this type of notification if the backup
didn't work.

2. Filter Package: We will place all filters into its own separate filter package.

2. Threshold Filter: The threshold filter is necessary to determine that all three backup items (see
above) ran.

3. Recurring Event Filter: The recurring event filter will log an error if the threshold filter does not
determine that the backup ran successfully.

4. Notification Filter: Usually already setup, will forward the previously logged error via email.

5.1.1 Adding a notification target

Before we start configuring the filter rules we should setup the notification that is to be triggered when
the backup did not complete as expected. For our example we will use an email (SMTP) natification.

Open the EventSentry management application and review the installed notifications:

=% Matifications (Targets)
* Important SMTP
[%] Desktap
[ Access
Figure 8

If the desired notification type is already listed there then you can skip this chapter. If it is not, then
right-click the Notifications (Targets) container and select Add from the menu to add a new
notification. Give the new natification a descriptive name (e.g. Email Notification) and hit ENTER.
Then select the SMTP tab and configure all required options for the SMTP target, similar to shown
below:
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12 Backup with EventSentry and NTBackup

HTHL Fant Optians

Test

5.1.2

=& Eont: |Werdana w | Sizes [11pR |w @4
General Email Optionz
Sender Mame: | $HOSTHAME Style: BHTHL -
Sender Email;. | $HOSTMAME (@netikuz. net D
Recipients: eventiog@Enetikuz. net Include Header / Footer
Yersion ]
Low  [+]High
Subject: ES: $COUNT [$EVENTSOURCE in $LOG] Impartance: .
= [1Flag Literal
SMTP Server Settingz SkTF Authentication
Brimany: mail netikus. net Por: |25 User / Pass:
Secondany: Par: |0 Uzer / Pazs:
Dial-Up Connection Lirnits
b ax. number of events per email;
Dial:
= v | [IHangup after unlimited || [ ] Ma Binary
Figure 9

We are now ready to proceed to create the first filter.

Adding a Filter Package

A filter package is used to group one or more filters (usually more than one) into one logical entity that
can then be assigned to one or more computers or groups. Since we will be creating multiple filters to
monitor our NTBackup jobs, it makes sense to group them together, so we will create a new filter
package for that purpose.

Creating the Package

In the management console, right-click the Filter Packages container and select Add Package. When
prompted for the name, specify a name like "Backup" or similar that describes the function of the
filters well.

Assigning the Package

In order for a package to work correctly, it needs to be assigned to at least one computer. As such,
right-click the package you just created and select Assign. In the resulting dialog, select the computer
and/or groups where you will be backing up data. If you only have EventSentry installed on one host,
then you can also make the package global (right-click package and select "Global").
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Apply Package To ...

[0 amata

+-[ ]l BlackMamba

+- [0 servers

[ Testground
[v] @ DCLl-weks
[]&@ CEL1-MysGL
[]@ DB2-Ms50L
[]@ DB3-ORACLE
[]@ TESTI-NT
[]@ CLUSTER

[0 wrware Local

=[] workstations

F

¥

Select which groups or computers this package should be
=~ applied to.

To apply a package to all computers in a group (even when new
computers are added to the group), check the checkbox next
ko the group, Otherwise, check the individual computer(s),

[ Ik H Cancel H Help

5.1.3 Creating athreshold filter

The purpose of the threshold filter is to do one thing: Write an event to the event log when a
configurable number of events occur during a specified time period.

NTBackup will log two events to the event log for each logical/network drive (e.g. C:) and logical entity
(e.g. System State) it backs up. One event indicating that the backup started, and one event indicating
that the backup ended (if it did, that is).

Action  Event LogEvent Event Event Message Text
Type Source ID
Backup  Applicationinformati NTBackup 8000 Begin Backup of W\SERVER\SHARE' Verify: Off

Start on Mode: Append Type: Normal
Backup  Applicationinformati NTBackup 8001 End Backup of \SERVER\SHARE' Verify: Off
End on Mode: Append Type: Normal

In our scenario we are only interested in knowing that the backup of each "entity" was successful, as
such the 8001 event. Since we are backing up three different entities we are looking to find three
events that match the above criteria of event 8001.

In the management application, expand the Filter Packages node, right-click the Backup filter
package and select Add Filter. Assign the filter a descriptive name, such as "Daily Backup Threshold
and hit ENTER.

Configure the general filter settings as shown in the screenshot below:
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Targetz: | Impartant SMTP [ &pply ta all targets
| &dd... || Delete |
Log Ewent Severity
= Application = [ ] Directoy Service Z) Information
=[] Security == [ ] File Rieplication I [ ]waming i\"“.‘: [ &udit Success

=[] System = [ ] DMS Server a [ ]Emmor ":“| [ ] &udit Failure

Filter Settings Dietails
& (8 Include Ewvent Source: | ntbackup w
- Categony:
= () Exclude gar
Evert ID: 3001
[]5top Processing
IJzemarne:
H Require
Acknowledgrment Computer: BELUGA,

Filter Teut & Motes

Caontent Filter:

El

Filter Motes: | Threzhold filker for backup events

5

Figure 10

When you are done, click the Threshold tab to configure the threshold options. In our scenario we are
assuming that our backup will take no longer than 6 hours, but you might have to adjust that period if
your backup takes longer or significantly shorter:

© <2005> ... NETIKUS.NET Itd



Configuring EventSentry 15

i Enable Threshold
Threshold Interyal

Limit | 3 *in & = hour(s) |
Ewent Processing
[ |Forward events before threshold is reached

Forward events whenfafter threshold has been met 7 Threshalds help you

[ | Farward first event anly liri: Ehve: amnount of
events that are

processed by a

Event Logging notification, o detect
Log when threshold is met wheth?r a l:ertainf
event [or group ol
[]Log when threshold is metfexcesded and interval is elapsad events) accurs a
. - specified number of
=] Log as: |Information | times during a set
kime interval,
Threshold Options

Match events based on:

() Ewent {every event that shares the same properties below)

() Fileer (every event processed by this filker)

Figure 11

So what are these threshold settings doing? If this filter finds at least 3 events that match the criteria
specified above, then it will write the following event to the event log:

Event ID: 10602 Event Mumber: 22674

Type: Information Date f Time: 762005 3:04:27 AM
Source: EventSentry Computer: BELUGA

Category: Filter Thresholds User:

Message: |Event log filter Daily Backup has reached the configured threshold (&
entries / 43200 second(s)). Events matching this filter will now be
processed by this filter,

Figure 12

Should our backup produce more than three events in 6 hours, then the events themselves will be
forwarded to the email notification specified in figure 10. This is useful when the backup is changed
(e.g. an additional drive is monitored) since it can act as a reminder that you need to change the
threshold filter and increase the count. Please note that the threshold filter that triggered the event in
figure 12 was configured for 6 entries in 12 hours, not 3 entries in 6 hours.

So, ideally this threshold filter will never actually forward events to a target (unlike regular filters), but
only count events based on our settings.
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5.1.4

Our last step will be to create a recurring event filter that will log an error to the event log if our
threshold event (10602) is not written to the event log, indicating that not enough "backup successfully
ended" events were written to the event log.

Creating a recurring event filter

So far we have accomplished the following:

e NTBackup runs daily at the configured times
¢ An EventSentry threshold filter will write an event to the event log if all backup jobs ran successfully

The last step is to create a recurring event filter that will write an error event to the application event log
when the backup did not run or only ran partially.

Right-click the previously created threshold filter in the management application and select Add Filter.
Enter a descriptive name for the filter (e.g. Backup OK) and configure the general filter settings as
follows:

Log Ewent Severity
22 [#] Application 231 [ ] Directary Service ) Imfarmnation
£ [ Security £ [ ] File Replication L W arning Q% [ ] Audit Success
&[] Spstern 5 [ ] DMS Server e Errar 3 [ Audit Failure
Filter Settings Dietails
& (@) Include Ewent Sourze: |EwventSentry w
Categony:
= () Exclude S
Event ID: 10602,10503
[ ] 5top Processing
IJzemarne:
M Require
Acknowledgrment Computer: BELUGA,

Filter Text & Motes

Caontent Filter:

El

Filter Motes: | Looks for event reported by threzhald filker

E

Figure 13
Please note that the targets area will be grayed out after you set the Schedule Type to Recurring
Event. A natification is not needed since a recurring event filter never actually forwards events to a
target, it only ensures that an event occurred at a specified time.

Then click the Day / Time tab to configure the time period when the backup needs to have been
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Configuring EventSentry 17

completed. For example, if the backup starts at 1AM in the morning and typically runs about 3 hours,
then we would configure the recurring event filter to look for the threshold event between 3AM and
6AM. This will make sure that we have room for changes (if the backup is faster or slower over time)
and still ensure that we are notified by 6AM if the backup did not complete on time.

Please note that the recurring event filter will not log an error until the end of the configured
period is reached, provided the expected event did not occur.

You can now set the time period when the backup is expected to be completed by pushing the square
buttons as shown below:

Gereral | Threzhold | Hour / Day | Custom Event Logs

012345678 9101112131415161718192021 2223 24

Mon 100000000000000000000000
Tee[DOOOO00000000000000000000
wed |LOOOO000000000000000000
T DOOOOO000000000000000000

FiIOOO0000000000000000000000
satlJUDO00O000000000000000000

sun OJO0000000000000000000000 ©
Hutiple

Schedule Type: | Recurning Event %

Figure 14

After setting the time period you will need to set the schedule type to Recurring Event. So in the
example above, EventSentry will expect an event with event id 10602 to be logged to the event log
every day from Tuesday to Saturday between midnight and 7AM in the morning. If the backup did not
succeed, then an event will be logged at 7AM.

So what happens if the backup didn't run to our satisfaction? You will see the following event in the
application event log:

Event ID: 10620 Event Mumber: 22585

Type: Error Date f Time: 752005 7:00:01 AM
Source: EwventSentry Computer: BELUGA

Category: User:

Message: Mo event rmatching filter Backup Ok has occurred in the event log in the
configured time period, According to the schedule, at least one event
rmatching filker Backup OK shaould have been logged during the last 420
minutes,

Search: MyvEventlog.comm  Google  MS Knowledge Base  Microsoft.com

Figure 15
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5.1.5 Creating a notification filter

The default installation of EventSentry already contains a filter which forwards all errors and warnings
to an email target. If you do not have a filter that will forward error events from the event logs to you, or
if you need an additional notification then follow these steps to create a notification filter. This filter is
necessary in order to forward a potential error event (as reported by the recurring event filter) to you
via email.

Right-click the previously created filter and select Add Filter. Give this filter a descriptive name such
as Forward Errors and configure the general settings as follows:

Targetz: | Impartant SMTP [ ] &pply ta all targets
| &dd... || Delete |
Log Ewent Severity
i [v] Application = [] Directary Service i) [ ]Information
=1 [v] Security = File Beplication I [v]waming "’-qh [ ] Audit Success
Syztem DMS Server EB [+] Error (5 Audit Failure
Filter Settings Dietails
& (3 Include Ewvent Source: w
— Categony:
= () Exclude
Ewvent [D:
[ ] 5top Processing
IJzemarne:
H Require
Acknowledgment Computer:
Filter Texst & Motes
Content Filter:
Filter Motes:
&

Figure 16

If you prefer to create a filter solely to forward events created by the recurring event filter, then use the
settings shown below:
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Targetz: | Important SMTP

Log

== [+] Application
=[] Security
=[] Sustem

Filter Settings
g (%) |nciude
= () Exclude

[]5top Processing

Require
q

Acknowledgment

Filter Teut & Motes

Caontent Filter:

El

Filter Motes:

[J

= [ Directary Service

[ &pply ta all targets

| add... ][ Delete ]

Ewent Severity

L) [ ] Information

== [] File Rieplication I [ ]waming "’-qh [ &udit Success
=) [ DMS Server Q [+] Error i [ ] &udit Failure
Details
Ewvent Source: | EventSenty w
Categony:
EventiD: 10620
Uszermarne:
Computer:

Figure 17

And that's it! With this setup you will always know immediately if your backup didn't run or only ran
partially, without lifting a finger. If the backup didn't work then you will get an email in your inbox first

thing in the morning.

5.2 Log Backup Activity To Database

In addition to knowing that the backup didn't work, it is still desirable to log backup activity to some sort
of log file, e.g. to a database. That way the backup history will still be available even when the event

log is cleared.

As of version 2.70, EventSentry supports the following databases:

e Microsoft Access: This database is only recommended when you have a single host or a very
small number of computers (e.g. 1-3 computers) in your network.

e Microsoft SQL Server: This is the recommended database for small, medium and large networks
and has thus far shown the best performance with the web reports.

e MySQL: This database is recommended when you have a small or medium size network and do not
have Microsoft SQL Server available.

e Oracle: We only recommend Oracle for customers who already have an Oracle database server
they need to integrate EventSentry with.

Since this guide focuses only on one computer we will use a Microsoft Access database for our
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5.2.1

example. In order to log all backup (or all event log activity for that matter) to the database you will
need to do the following:

Install the EventSentry Access database (automatically done during installation)
Create a database notification target (automatically done during installation)
Create a filter forwarding NTBackup events to the database

Optionally create a custom Access query

Setup the web reports using IS

agrwdE

Install Access database and setup notification

When installing EventSentry you have option of installing the EventSentry Access database. This
database already contains all required tables, queries and forms.

When running the EventSentry installation, make sure that you select the option Install Sample MS
Access Database (under Database Features) so that the MS Access database EventSentry.mdb is
copied to the installation directory (e.g. C:\Program Files\EventSentry).

If a database notification for the MS Access database has not been created then you will need to
create it manually. Right-click the Notifications (Targets) container and select Add from the menu to
add a new noatification. Give the new notification a descriptive name (e.g. Access Database) and hit
ENTER. Then select the ODBC tab (all database logging is done through ODBC with EventSentry)
and click the Create button in the "Connection String" area.

Configure the connection string according to the options below. This includes setting the Database
Provider to MS Access and browsing for the EventSentry.mdb file. Specifying a username and
password is usually not necessary.

(%)

Connection 5tring Helper,

To setup a basic ODEC connection string, enter as much
information as possible inta the figlds belaw and click Ok,

Daktabase Provider: |MS Access w
Part: (0 For default port)

Database; C:\Program FilesiEventSentryle

sername:

Password;

If wour database pravider is nat lisked ar yaou iF wau

@ want ko add additional opkions to the resulking
connection string, then simply edit the connection
string in the ODBC target dialog.

Figure 18

The setup for this notification is now complete and we can setup a filter to forward NTBackup events to
the database.
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5.2.2

5.2.3

Creating a filter

Add an additional filter by right-clicking a previously created filter or by right-clicking the "Filters"
container and selecting Add Filter. Enter a descriptive name (e.g. "Log Backup") and hit ENTER.

Then, configure the general filter details as shown below:

General | Threshold | Houwr / Day | Custom Evert Logs

Targets: |Access Databaze [ ] &pply to all targets
| &dd... || Delete |
Log Ewent Sewverty
Application [ ] Directory Service Error Securty Log Only:
[ ] 5ecurty []File Feplication Wl arning [ ] &udit Failure
[] System [ ] DNS Server Information [] &udit Success
Filter Tupe Dretailz
Event Source: |nthackup w
(%) Include
Cateqaony:
O Exclude Ewent ID:
Lzemarne:

| Stop processing
ather filters Computer:
Filter T et & Motes
Filter T ext:

M otes:

Figure 19

If you want to log more than just NTBackup events then you can simply leave the Event Source field
empty and optionally select all other logs (Security, System, etc.) and severities (Audit Failure, Audit
Success). The filter in figure 19 will forward all events logged by the NTBackup source to the Access
Database notification.

Creating a custom Access Query

If you have Microsoft Access installed then you can simply open the EventSentry access database
(EventSentry.mdb) and look at the Event Log query to see a history of all backup activity.

If you are logging more than just the NTBackup events to the database then you can also copy the
Event Log query to create a new query that will only show NTBackup events. Open the EventSentry
access database and click the Queries button:
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5] !
__'_:?LI File Edit View Insert Tools Window Help Tvpe aguestion forbelp = - & X
TR BN R AR e i - EIE=R=RC)
G open B Design Fbew | X | 2o T EEEE
Obijects Mame Drescription Modified Created Type
1 Tahles |z|_=J Create query in Design visw
B =
| _:'i—] Queries _=J Create query by a a
_:"ﬂ Diskspace 2004 2:22:4...  Query: Select Quary
-3l Forms Query Mame: -
Event Log - OK 2004 3474, Query: Select Query
& Reports - _ Backup Hiskary
p 5 Heartheat Histo 2004 S:1:0,,,  Query: Seleck Query
"@ Pages _:",—:l Heartbeat Skatu: 2004 i35, Query: Select Query
2 Macros _:"ﬂ Process Tracking Le200o 1T 90T HFH TZT2004 31452, CQuery: Select Query
_:",—] Temperature | Huridity 1/29/2005 7:12:08 PM 12/15/2004 3:52:2...  Query: Select Quary
& Modules
Groups
&l Favarites
Ready MM
Figure 20

Select the Event Log query and click the copy button and then the paste button on the toolbar. Enter
a descriptive name (e.g. Backup History) when prompted for a name of the new query.

To change the query select it and click the Design button on the toolbar. In the design editor, specify
NTBackup for the criteria and click the save button as shown below:

5.2.4

Field: [TIME: eventtime LOG: eventlog TYPE: eventtype SOURCE: eventsou CATEGORY: eventc  |EYE
Table: [ESEventlogMain ESEventloglog ESEventlogType ESEventlogSource ESEventlogZategor ESE
Sort: |Descending
Show: . K]
Criteria: MTBackup
or:
£
Figure 21

and the resulting query will only show events from the NTBackup source.

Setting up the web reports

If you don't have Microsoft Access installed or if you would like to view the backup history through a
web browser (which is definitely more convenient) then you will need to setup the EventSentry web

reports. The web reports files (ASP files) need to be installed and configured on a computer running
Internet Information Server.

Explaining how to setup the web reports is beyond the scope of this document, but the EventSentry
manual dedicated an entire chapter on how to install and configure the web reports.
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The basic steps involved are:

1. Run the EventSentry setup on the machine where IIS is installed. If you have not yet installed IS,
then run the EventSentry setup after you installed 11S. The EventSentry setup will automatically
create a new properly configured virtual directory.

2. Create a system DSN that will point to the Access database.

3. Edit the WebReportsConfig.xml configuration file and point it to the previously created system
DSN.

5.3 Email Detailed Backup Log

In addition to being notified that the backup has failed, it is often useful to examine the log output from
NTBackup right away. You can configure EventSentry to automatically email you the detailed log
output from NTBackup when the backup does not complete successfully.

1. Create Notification Script: The script is responsible for finding the latest backup log file and
emailing it using blat.exe.

2. Create Process target inside EventSentry: The target will point to the script file created above
and be used in a filter.

3. Create Filter: Create a filter that will look for the 10620 event generated when the backup doesn't
complete.

5.3.1 Create Notification Script

We will use EventSentry's ability to trigger any process from an event to trigger our VBScript below to
emails us the latest log file.

Blat

Blat.exe is a public domain, freeware command-line email utility, similar to sendmail on Linux/Unix
(though it is only an email client, it is not a MTA etc.). Download blat from http://www.blat.net, and we
recommend that you save the blat.exe file in the same directory where you are going to put the .vbs
script later on, for example C:\ Bat ch\ bl at . exe.

Visual Basic Script File
Using any text editor, create a new file and immediately save it in a folder on your server, for example:

c:\batch\es_enuni | _ntbackup_| og. vbs

Again, we recommend that you save this file in the same folder where you saved blat.exe. Then, paste
the formatted output below into the file and modify all the values shown in bold. This is imperative,
since you need to specify your email configuration. All required values are explained below:

SmtpServer The host name or IP address of your SMTP server

EmailSender The email address that will appear as the sender

EmailRecipient The email address of the recipient

LogFolder All log files from NTBackup are written to this directory, but you might have to

replace Administrator with the actual username under which your NTBackup is
being scheduled.

Compress Set this value to one if you want to compress the log file (highly recommended)
and if you have a zip application installed that supports command-line based
compression

CompressExe The path to the command-line .exe compression utility. If you do not use Winzip
then you will have to also change the command-line argument below.
EmailClient Full path to the blat.exe file

Aut hor: NETI KUS. NET | td
Dat e: 9/ 27/ 2006
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" Title: Email NTBackup Log file using blat.exe
' Description: Emails the |atest ntbackup.exe log file using blat.exe, and
optionally conpresses the attachnent

m Snt pSer ver
m Enmi | Sender, Emai |l Reci pi ent, Enmail Subj ect

Di

Di
DmaFile

Di m f Newest, f Newest Zi pped
Di m oFol der

Di m LogFol der

Di m nunFil es

Di

Di

m Conpr ess, ConpressExe
m Emai | d i ent

' Set your preferences here *

Snt pSer ver "emmi | server-host nane"

Enai | Sender " SERVER@ our donai n. cont'
Enai | Reci pi ent "your emai | @our domai n. cont'

Enai | Subj ect "NTBackup Log File"

LogFol der "C:\ Docunents and Settings\Adm nistrator\Local Settings
\ Application Data\M crosoft\Wndows NT\ NTBackup\ dat a"

Conpr ess 0 ' Set to 1 if you have Wnzip installed

Conpr essExe "C:\ Program Fil es\ W nzi p\wzzi p"

L T L - LN L I L VI

Emai | d i ent "C:\ Bat ch\ bl at . exe"
Set WshShel |
Set oFol der
(LogFol der)

W5cri pt. Creat eObj ect ("Wscri pt. Shel |")
CreateQbject("Scripting. FileSystenthject"). CGetFol der

nunfFiles = 0
" Find log file with latest tine stanp
For Each aFile In oFolder.Files
If Right(aFile.Nane, 4) = ".log" Then
nunFiles = nunFiles + 1

If fNewest = "" or fNewest = null Then
Set fNewest = aFile

El se
I f fNewest.DatelLastModified < aFil e. DatelLast Modi fi ed Then

Set fNewest = aFile

End If

End If

End If

Next
" Only conpress if configured to do so
I f Conpress = 1 Then

f Newest Zi pped = fNewest & ".zip"

El se

f Newest Zi pped = f Newest
End |f
" Email log file

[f nunFiles > 0 Then
I f Conpress = 1 Then
ConmandLine = """" & ConpressExe & """ -u """ & fNewestZi pped &
mewonnn o & LogFolder & "\" & fNewest.Nane & """"
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WshShel | . Run ConmandLi ne, 3, 1

End If

WshShel | . Run EmailClient & " - -body ""NTBackup Log File"" -attach
""" & fNewestZipped & """ -server " & SnmtpServer & " -f " & Email Sender & "
-subject " & chr(34) & Email Subject & chr(34) & " -to " & Enmmil Reci pi ent,
3, 1
End If

5.3.2 Create Process Target

You will need to setup a process target (notification) before EventSentry can execute any system
process. This process target can then be referenced by one or more filters.

Right-click the Natifications (Targets) container and select Add. Then, specify a descriptive name (e.qg.

"EmailNTBackupFile") and configure the process target to point to the .vbs file as shown in the dialog
below:

Process [Email TB ackupFile]

General Options
2

Process Priority: | normal — [s| [] Start this process on the desktop [visible)

Command Line Argumentsz

Arquments: | C:A\Batchhemail_log. bz

Argument 1: | Hone " Argument & | Hone W

Argument 2 | Nore w Argument 7. | Mone ~

Argument 3: | None hd Argurment 8 | Mone a

Argument 4: | None h Zraurment 3 | Mone w

Argument 5 | None v Argumnent 10: | Mone v
Test

Gf "cecnpt.exe” C:ABatchemaill_log. vbz

It is important to understand that we need cscript.exe to execute the our VBS file, since cscript.exe is
the command-Iline interpreter for Visual Basic Script. If you did not save the VBS file in the folder
shown above then you will have to adapt the configuration accordingly.

5.3.3 Create Filter to execute Process Target

Last but not least we need to trigger the script when our backup has indeed failed, that is, when our
recurring event filter logs the famous 10620 event. As such, create a new filter in the NTBackup filter
package you created earlier, and configure it similar to the output shown below:
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5.4

General | Threshold | Timers | Hour # Dap | Custom Event Logs

Targets: | Email TBackupFile [ 14pply ta all targets
| 4d.. || Delete |

Log Ewvent Severity
= [w] Application £ [ Directary Service £ [ Information
=[] Security =] [_] File Replication Py waming =4 [ Audit Success
= [ Spstem = L] DMS Server €3 [¥]Emar 2 [ Awdit Failure
Filter Settings Dretailz
M (&) Include Ewent Source:  |EventSentry w
Categony:
== () Exclude Ao
Evert ID: 10820
[ 15top Processing
Isernarmne:
] Require
Acknowledgment Cornputer:

Filter Text & Maotes
Content Filter: | B ackup Ok

El

Filter Hates:

>

This will cause EventSentry to trigger our script, which emails us the latest .log file generated by
NTBackup.

Configure Weekly Summary

If you would like the added security of knowing that the backup ran successfully every day, without
getting an email every single day, then you can receive a summary email with all backup events once
a week.

All you need to do to receive this summary email is to add one (summary) filter that will collect and
send emails on a weekly basis. Add an additional filter by right-clicking a previously created filter (or by
right-clicking the "Filters" container) and selecting Add Filter. Enter a descriptive name (e.g. "Backup
Summary") and hit ENTER.

Configure the general filter properties as shown below:
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General | Threshold | Howr 4 Dap | Custom Event Logs

Targets: | Important SMTP [ ] Apply to all targets
| &ad.. || Delete |
Log Ewvent Severity
Application [ ] Directory Service Error Securty Log Only:
[ 5ecurty [ File Feplication W arhing [ ] Audit Failure
[] Swstem ] DMS Server Information [] &udit Success
Filter Type Dretailz
Ewvent Source: | nthackup M
®) Include
Categon: |
O Exclude Event D
I zemarne:

P Stop processing
ather filters Computer:

Filter Text & Motes
Filter Text:

M otes:

Figure 22

Then, click the Hour / Day tab and set the summary schedule, and don't forget to set the schedule
type to Summary as well. The schedule shown below will send a summary email every Monday at

7AM in the morning:

01234567 8 3101112131415161718132021 2223 24

Mon JOO00000 DDDDDDDDDDDDDD
e QO0000000000000000000000
wed JD0000000000000000000000
The 000000000000000000000000
Fi DDDDDDDDDDDDDDDDDDDDDDD%

<

sat UUOO0000000000000LAL0Aa
CL O [ o o [ [ o [ O [

OOO00OOOOOOEOOEEEEEEERRE W Muliple

Select
Schedule Type: |Summar}l M

Figure 23

When the schedule type is set to Summary, then EventSentry will queue events during inactive hours
(blue buttons) rather than ignoring them. The events are queued until the first active hour (white
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button) is reached. It is then when all the queued events are sent out. Please see the EventSentry
manual for more information on summary filters.

EventSentry summary filters are useful for a variety of scenarios, not just for receiving a
backup summary. Please note however that EventSentry requires you to create a unique
SMTP notification for each summary notification filter that you create. This is due to the way
how summary notifications are processed by the EventSentry agent.
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