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Installing and Configuring MSSQL 2008 R2 Express for EventSentry

Introduction

EVENT — SENTIRY

This guide will walk you through setting up a fully functional EventSentry installation using Microsoft's
free SQL Sener 2008 Express Edition database. It can be downloaded for free from Microsoft's web site
at: http://download.microsoft.com. The steps for setting up the full version of SQL 2005 are very similar,
S0 you can use this guide for that as well.

Before we start with the EventSentry installation we will need to prepare the sener to ensure that the
components required by EventSentry are installed and setup correctly. Since the majority of EventSentry
customers are currently using 32-bit Windows Server 2003 we are going to be using this in our example.
The main requirements are of course the SQL sener itself and Internet Information Senver (akak IIS) to
display the web reporting.
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Setting up SQL 2008 R2 Express 2

2 Setting up SQL 2008 R2 Express

2.1 Downloads

The first thing you need to download is MS SQL 2008 R2 Express Edition. The direct link is here:

EEBSF35A80EE&SrchspIayLang—en&u http%Sa%Z]%Zfdownload microsoft.com%2fdownload%2f5%
2f5%2{8%2f558522E0-2150-47E 2-8F52-FF4D9C3645DF%2fSQLEXPRWT x64 ENU.exe

32-hit: http://www.microsoft.com/downloads/info.aspx?na=46&SrcFamilyld=967225EB-207B-4950-91DF-
EEB5F35A80EE&SrcDisplayLang=en&u=http%3a%2f%2fdownload. microsoft.com%2fdownload%2f5%
25%218%2f558522E0-2150-47E2-8F52-FF4D9C3645DF%2fSQLEXPRWT_x86_ENU.exe

SQL Sener 2008 R2 Express requires .NET Framework V3.5, which can be obtained through Microsoft
Update or from http://www.microsoft.com/downloads/en/details.aspx?Familyld=333325FD-AE52-4E35-
B531-508D977D32A6&displaylang=en.
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Installing and Configuring MSSQL 2008 R2 Express for EventSentry

2.2

Installation

We are now ready to get started. After launching the setup file, choose "New installation or add features
to an existing installation.”

:r: SQL Server Installation Center - | |:||£|
.

Planning =} Mew installation or add features to an
existing installation.

e Launch a wizard to install QL Server 2003

Main=nance F.2 in a non-custered enviranment or to add
features to an existing SQL Server 2008 B2

Tools instance.

Resources Upgrade from SQL Server 2000, SQL Server

Aot ﬁ 2005 or SQL Server 2008

Launch a wizard to upgrade SQL Server
Options 2000, SQL Server 2005 or SQL Server 2003
to SQL Server 2008 R.2.

Search for product updates

Search Microsoft Update for SQL Server
2008 R.2 product updates.

[TT]
Il

W, Microof
2 SQL Server2008 r2

Accept the license terms and click "Next >" to continue installation.

Here you can select the features to install. At a minimum, you will need the "Database Engine
Senices". It is recommended to also install "Management Tools - Basic" which gives you the SQL
Server Management Studio Express utility which is helpful for maintenance.

In this case, we are going to just install everything.
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Setting up SQL 2008 R2 Express 4

=loj x|
Feature Selection

Select the Express with Advanced Services features to install.

Setup Support Rules Features: Description:

TR SR EE T Instance Features Includes a set of replication
Installation Rules Database Engine Services objects for copying data and
Instance Configuration SQL Server Replication database objects from one

Disk Space Reguirements

Shared Features
Management Tools - Basic

database to one or more other
databazes.

Server Configuration £QL Client Connectivity SDK
Database Engine Configuration Redistributable Features

Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Select All Unselect all |

Shared feature directory: IC: \Program Files\Microsoft SQL Server’,

Shared feature directory (x86): IC: \Program Files (x86)Microsoft SQL Server! |

< Back Next = Cancel | Help

,

It is recommended that in this step you create a new named instance for EventSentry. That way, if there
is already a SQL instance on the machine, we won't be stepping on its settings. In this case, we named
the instance "EVENTSENTRY".
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=10l x|
Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Setup Support Rules " Default instance

FEE R * Mamed instance: iEUENTSENTRﬂ

Installation Rules
Instance Configuration
Disk Space Requirements Instance ID: IEUENT‘SENTRY

Server Configuration F
< Instance root directory: [C:\Program Files\Microsoft SQL Server), |

Database Engine Configuration

Error Reporting

Installation Configuration Rules SQL Server directory:  C:\Program Files\Microsoft SQL Server\MS5QL10_50.EVENTSENTRY
Installation Progress
Installed instances:
Complete
Instance Name | Instance ID | Features | Edition | version
< Back Next = Cancel Help |

The next step asks you what account to run the different SQL senices from. We will just accept the
defaults. Click on the "Collation" tab, and make sure that the Database Engine collation is set to
"SQL_Latinl_General_CP1_CI-AS". It should be by default, but there can be issues if the wrong
collation is selected. Click "Next >" to continue.

This next part is very important. EventSentry requires "Mixed Mode" authentication, so that SQL user
accounts can be used to log into SQL Server in addition to Windows users accounts. There are two
accounts that EventSentry uses that have very limited permissions: eventsentry_svc and
eventsentry_web. They are SQL-only accounts only and have no Windows rights.

In "Mixed Mode", you will need to set a password for the "sa" user account. This is the master user of
the database (like an Administrator in Windows or root in Unix). This password will be important later on
when setting up EventSentry.
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Setting up SQL 2008 R2 Express

%% SQL Server 2008 R2 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

=10l x]

Setup Support Rules

Feature Selection

Installation Rules

Instance Configuration

Disk Space Reguirements
Server Configuration
Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Account Provisioning | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

{~ Windows authentication mode

% Mixed Mode (SQL Server authentication and Windows authentication) I

Specify the password forthe SQL Server system administrator (sa) account:

Enter password: I...oo.........

Confirm password: Iooooo...oo e

Specify SQL Server administrators

AddgurrentUserl Add... | Eemovel

SQL Server administrators
have unrestricted access to
the Database Engine.

< Back Next =

Cancel

You then get the "Error Reporting" settings. Use whatever you like here, it makes no difference in the
functionality of the database.

Click "Next >" to being the actual installation. Once this is done - and assuming that the installation

went through OK - you will have a fully functional database server.

We aren't finished yet though, there are still a few things we need to configure in SQL Server before we

can use it with EventSentry.
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2.3

Configuration

By default, SQL Server Express does not accept incoming TCP/IP connections. EventSentry however
needs remote access to the database through TCP/IP in order for the remote the remote agents to write

to the database.

To enable this, open the SQL Server Configuration Manager from Start -> All Programs -> Microsoft SQL
Senver 2008 R2 -> Configuration Tools

= sql Server Configuration Manager - ||:||5|

File  Action View Help

&2 EHol= H

@ SQL Server Configuration Manager (Local) Protocol Mame | Status |
5| SOL server Services ¥ shared Memory Enabled
& S0L Server Network Configuration (32bit) % Mamed Pipes Disabled
> SQL Mative Client 10,0 Configuration (32bit) | %=1cp/p Disabled
. 50L Server Network Configuration ¥VIA Disabled

Protocols for EVENTSEMTRY
.. S0L Mative Client 10,0 Configuration

You can see on the right that TCP/IP is set to "Disabled". Right click on it and choose "Enable". It will
warn you that the SQL Server will need to be restarted for changes to take effect. To do this, click on
"SQL Server Senices". Right-click "SQL Sener (EVENTSENTRY)" and choose "Restart".

Now we need to find out which port it is running on. Double click TCP/IP to bring up its properties. Click
on the "IP Addresses" tab.
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Setting up SQL 2008 R2 Express 8

"Protocal  |P Addresses |

= 1pra -
Active fes
Enabled Mo
IF Address 127.0.0.1
TCP Dynamic Ports 1]
TCP Port
B 1ps
Active Yes
Enabled Mo
IF Address fed0:;5efe; 192, 168.6,199%:12
TCP Dynamic Ports 1]
TCP Port

Indicates whether the selected IP Address is active.

QK I Cancel Lpply Help

Under "IPAII" at the bottom, you will see "TCP Dynamic Ports". This is the port that the SQL Server is
listening on. In this case, it is running on port 49171. Yours will most likely be different.

Make a note of this port since we will need it later when setting up our connection string.

If you are using Windows Firewall, then you will most likely need to open this port.
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Setting up IS

Installation

We are now ready to prepare IIS for EventSentry. The main things needed are the World Wide Web
Service and Active Server Pages. Please note that "Active Sener Pages" and "ASP.NET" are two
different things. EventSentry does not currently use the .NET framework.

For Server 2003:

Go to Control Panel -> Add/Remove Programs. Once in there, click on "Add/Remove Windows
Components" over on the left. Double click on "Application Sener" to open the details. Next, double
click on "Internet Information Senices (IIS)". Scroll down to the bottom of those details, and check the
World Wide Web Service" box to select it. You will now also have to double click it to go into its
details as well. At the top you will need to check "Active Server Pages".

Click OK to all the open windows to get back to the "Windows Components Wizard". Click on the Next
button to begin installing the new components. We are now ready to start the EventSentry install!

For Server 2008:

Go to Administrative Tools -> Server Manager. Go to the "Roles" section, and click "Add Roles". Choose
the "Web Server (IIS)" role and click "Next >". When you get to the "Role senices" section, check the
box for "ASP". Please note, this is not the same as "ASP.NET".

Add Roles Wizard x|

& Select Role Services

Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
Web Server (I15) ol [0 Web Server .| Adtive Server Pages fASE‘J provides a
— serverside scripting environment for
Role Services =l [E] Common HTTP Features building Web sites and Web
Confrmation [/] static Content applications. Offering improved
IZ Default Document performance over CGI scripts, ASP
Progress [/] Directory Browsing provides IIS with native support for
[¥] HTTP Errors both WBScript and 15cript. Use ASP if
Results - you have existing applications that
L] HTTP Redirection require ASP support. For new
[ webbav Publishing development, consider using
= [E Application Development | ASP.MET.

[] asp.NET

[/] 15API Extensions
[] 1SAPI Filters
[] server side Indudes
= [E Health and Diagnostics
IZ HTTP Logging
["] Logaing Tools
IZ Reguest Monitor
[1 Tracina =

More about role services

< Previous | Mext > I Insts Cancel
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Setting up IS 10

Click "Next >" and it may tell you additional role senices are required. Click "Add Required Role
Senices" to continue, then "Next >" , then "Install". Once it is done, click "Close" and you are ready to
install EventSentry.
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11 Installing and Configuring MSSQL 2008 R2 Express for EventSentry

4 Installing EventSentry

4.1 Installation

This step is quite simple once you have the previous steps completed. Double click on the installer to
begin the install. Once you accept the license agreement, you will be asked for your license information.

i'él EventSentry - Inst allShield Wizard . EI

License Information ,

Please enter wour *complete™® license information *exactly® as shown in the —
email vou received From METIKUS.MET. ‘-h

Marmne: IJ-:uhn Dioe

Camp ansy: INETIKLIS.NET Itd

Licenses: |400

License kKew: I
Please make sure that you enter all license information
exackly as shown in khe email vou received. & single wrong
character will invalidate the license, all text is case sensitive,

To paste the license key from the email select the
“License Key™ field and hit CTRL-¥.

Get License Key < Back | Mexk I Zancel

InstallEhield

Please note that all the information must match EXACTLY. All fields, including name and company
name, are case sensitive.

Click Next to start entering your environment's information.
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Installing EventSentry 12

ii-g‘ EventSentry - InstallShield Wizard

Email Action Setup

Flzase fill aut the Fields below ko setup a defaulk SMTP (email) nokification,

— Information For Email Alerts

SMTP Sender Email: HHOSTHNAME@yourdomain, com

SMTP Recipienks Email: Iynuremail@ynurdumain.l:l:um

SMTP Server Ismtp.yuurdumain.cnm

(if empty then DNS will be used to determine SMTP server)

— Email alert Sensitivityw

¥ Email Warnings from event logs
By default, each EventSentry agent will nok

v Email Errors from event logs email vou more than 30 events per hour,

InstallShield
< Back Mexk = Zancel

By leaving the $3HOSTNAME variable in the sender email, you can see which machine the email is
coming from. For instance, if your server named DCCHI1 sends an email alert, it will come from

DCCHI1@yourdomain.com

| also recommend leaving the two check boxes at the bottom selected. You can start excluding events
you do not want to see later on. Click Next to choose the components to install.
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13 Installing and Configuring MSSQL 2008 R2 Express for EventSentry

i:-§‘ EventSentry - InstallShield Wizard

Custom Setup

Select the program Features wou wank installed,

Zlick on an icon in the list belaw to change how a Feature is installed.

=

i
Eg,

. —
C-- =i

Install ko

Managemeank Console
Agents
=-

4

Monitoring Agent

= | Heartheat Monitoring Agent
Widgets
Wb Reports
Setup IIS
Setup M

4

L Database

Setup My3QL Dakabase

Install M5 Access Database

Z:\Program FilesiEventSentry

Installshield

2

i Feature De scriphian

SOL Server,

wour hard drive,

Automatically sets up the
EventSentry database on a MS

This feature requires 48KE on

Change... |

Help

Space < Back

I Mext = I

Zancel |

Here | kept the defaults but also added the "Widgets", "Setup IIS", and "Setup MSSQL Database"
features. This will get us everything we need to use all the features. Click on Next to continue.

Now we need to tell EventSentry which account to run the heartbeat senice under.
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{5 EventSentry - Inst allShield Wizard i x|

Heartbeat Monitor Configuration ‘

The Fallawing infarm ation is used by the EventSentry heartbeat monitor = 2

You can speciFy a username other then the default LocalSystem account For the
heartbeat monitar service ko run under, This is important iF vou plan on
monitoring remote EventSentry agents in environments with multiple domains.

LIsetriare: IMVDOM.C'.IN'I,DDmain.ﬁ.dmin.ﬁ.n:n:n:nunt DOMAIM' Username

Password: I*******ﬂ

Flease specify an administrakive user account in the Format "DOMAINILsernams",
You may leave these fields empty to use the LocalSystem accounkt.

Installshield

< Back I Mexk = I Zancel

The EventSentry Heartbeat Senice makes sure that the EventSentry senice is running on your remote
machines. Because of this, it needs permissions to query them. We recommend using a domain admin
account to run this senice under. Please make sure it is a valid account before proceeding, or the
installer will fail later on. If you are unsure about which account to use here, then simply leave
both fields empty. You can configure the user account the EventSentry Heartbeat Monitor is running
under later on.

Next we need to tell EventSentry about our database.
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15 Installing and Configuring MSSQL 2008 R2 Express for EventSentry

i'—..%l‘ EventSentry - InstallShield Wizard

1 Database Server
[ Configure the database server and

authentication

Select the database server to install to from the list below or didk Browse to see a list of all
database servers. You can also spedfy the way to authenticate your login using your current
credentials or a SQL Login ID and Password,

Database Server:

QA-DBO1\EVENTSENTRY, 49171 | Browse... |

Connect using:

™ windows authentication credentials of current user

i+ Server authentication using the Login ID and password below

Login ID: |sa
Password: I EERENERERRRRRERS
Installshield

< Back

Cancel |

Even though this machine is running on the local host, you must use the actual Windows name of the
computer (or IP). If you do not, each of the agents are going to try writing to localhost which of course
would be themselves, not this machine. Here we are entering the serer name as
"COMPUTERNAME\SQLINSTANCE,49171". "QA-DB01" is the name of the server, "EVENTSENTRY" is
the instance we installed, and "49171" is the port SQL is listening on.

You should also make sure to enter the "sa" account and password for the authentication. This way you
can be sure the installer has the permissions needed to create all objects in the database.
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i'—..%l‘ EventSentry - InstallShield Wizard

SQL Server Database Configuration

' 1 Flease configure the database name and
database users' passwords:

Database Mame: IEuentSEﬂtry

Password for the EVENTSENTRY _SVC user: ITRBHWEHZI{I

Fassword for the EVENTSENTRY WEE user: |hy655wequ

The EVENTSEMTRY _SWC user is used by the agents to write event log and system
information to the database, The EVEMTSEMTRY _WEE user is used by the web
repaorts to query the database. It is highly recommend that you assign different
passwords to both user accounts.

View Optimization Tips |

Cancel |

This is the database EventSentry will create and use on your senver. We recommend leaving the default
"EventSentry" for the "Database Name", but it can of course be changed.

Installshield

< Back

The next two lines show the SQL users that will be created. The EVENTSENTRY_SVC account is used
by the agents to write to the database, whereas the EVENTSENTRY_WEB account is used by the web
reports to read from the database. We recommend using a different password for each one, but that is
up to you.

Now the web reports need to be configured as well.
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i'—..%l‘ EventSentry - InstallShield Wizard

1IS Virtual Directory Setup

The following information is used to automatically
configure the WebReportsConfig.xml file.

—
%\hg\l

Database Server Name: |QA-DB01\EVENTSENTRY, 43171

Database Mame: IEventSentry

Password for "eventsentry_web™ user: IhyGESWEQLp

After the installation is complete you can view the web reports by navigating to:
http://QA-DED 1/EventSentry findex.asp

Installshield

< Back Mext =

It should already have correctly entered the information from our earlier input. You can click Next if it all
looks correct.

Click on the Install button and it should complete successfully in a few minutes. Once it is done, hit
Finish and you are ready to start using EventSentry!

Once you hawe this up and running, please check out our screen casts located here:
http://www.eventsentry.com/support/screencasts

They are a quick way to get up and running and | highly recommend spending some time on them. It will
make your EventSentry experience much more smooth.

If you have any questions, please contact us at support@netikus.net and we would be glad to help you
out.
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